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Windows 7

Windows 7

Client Certificate Import Manual
Double click the certificate file distributed by the administrator.

Welcome to the Certificate Import

Wizard
V This wizard helps you copy certificates, certificate trust
/ }'_ lists, and certificate revocation lists from your disk to a
lz_::;i’ certificate store,

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections, A certificate store is the system area where
certificates are kept.

To continue, dick Mext.

< Back I Next > I l Caneel




Windows 7

The certificate will be stored in the location specified. Click .

File to Import

Spedfy the file you want to import.

File name:

;oo oG pld) Browse...

Mote: Mare than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS £7 Certificates [P78)
Microsoft Serialized Certificate Store ((55T)

Learn more about certificate file formats

<gack || mext> | [ cancel

Enter the password you received with the certificate and click .

To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

|| Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[~ mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

|¥] Include all extended properties.

Learn more about protecting private keys

<Back || mext> | [ cancel




Windows 7

Automatically select the certificate store... should

(Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

@ Automatically select the certificate store based on the type of certificate!

(7 Place all certificates in the following store

Learn more about certificate stores

<gack [ mext> | [ cancal

Finish the import wizard by clicking .

Completing the Certificate Import
Wizard

- gJ The certificate will be imported after you dick Finish.

= You have spedfied the following settings:

[aE il s mrmeed Automiatically determined by t

Content PFX
File Name Gl _xx,pl12

be selected. Click .




Windows 7

A security warning will appear. Click .

! Security Warning

I %

‘You are about to install a certificate from a certification authority (CA)
claiming to represent:

allriken.riken.jp

Windows cannot validate that the certificate is actually from
"allriken.riken.jp". You should confirm its origin by contacting
"allriken.rikenjp”. The following number will assist you in this process:

Thumbprint (shal): D44BA183 54ADE329 FA01FB3C 9D3AED40 89471C35

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk,

Do you want to install this certificate?

The certificate has been imported. Click @ .

r T
Certificate Import Wizard [ﬁ

IOI The import was successful.




Windows 7

Client Certificate Delete Manual

Open Internet Options.

Click on Start->Control Panel->Network and Internet and click Internet Options.
Select the Content tab and click Certificates].

[ General | security | Privacy | Content |Ca'mmns | Programs | Advanced

Parental Controls -
* Control the Internet content that can [ Pacer
[

be viewed,
Content Advisor —
Ratings help you control the Internet content that can be
viewed on this computer, ‘
H@aﬂe g settings
Certificates |
Use certificates for encrypted connections and identification.
A
[ Clear g5t state ]I Certificates I[ Publishers
AutoComplete
AutoComplete stores previous entries Settings
on wek and '
for you.

Feeds and Web Shces
o Feeds and Web Sices provide updated Settings 1
Y| content from websites that can be e
read in Internet Explorer and other
programs,

o< | [ cancel Apply

Select the certificate issued by allriken.riken.jp in the Personal tab, and click

Renove.

I — @

Intended purpose: |ﬁAIJ} vl

Personal | Other People | Intermediate Gertification Authorities | Trusted Root Gertificatior| * | * |

Issued To Issued By Expiratio...  Friendly Name

Impaort.., H Expart... || Remove I Advanced

Certificate intended purposes
Client Authentication

Learn more about certificates Close




Windows 7

Click [Yes].
r‘.’ Certificates . _.‘J‘

You cannot decrypt data encrypted using the certificates. Do you want
2 l . to delete the certificates?
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Windows 8.1

Client Certificate Import Manual
Double click the certificate file distributed by the administrator.

The Certificate Import Wizard will appear.
Current User should be selected. Click Next].

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification authonity, i & confirmation of your identity
and containg information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept,

Store Location
®

) Local Machine

To continue, dick Next.




Windows 8.1

The certificate will be stored in the location specified. Click .

File to Import
Specfy the file you want to import.

| [

Mote: More than one cerfificate can be stored in a single file in the folowing formats:
Personal Information Exchange- PKCS #12 (.PFX, P12}
Cryptograpt ge Syntax Standard- PKCS £7 Certificates (\P7E)
Microsoft Serialized Certificate Store (.55T)

Learn more about certificate fe formats

Enter the password you received with the certificate and click .

Private key protection
To maintain security, the private key was protected with a password.,

Type the password for the private key,

Password:

I |..l.l....l-|

[] Displary Passward

Impart options:

[ ] Enable strong private key protecton. You wil be prompted every time the
private key is used by an application if you enable this option,

[ Mark this key as exportable. This will allow you to back up or transport your
keys at & later tme.

[w] Include all extended properties,

Learn more about protecting private keys




Windows 8.1

Automatically select the certificate store... should be selected. Click .

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select 3 certificate store, or you can spedfy a location for
the certificate.

() Place all certificates in the following store
Cart¥icate store:

Browse..

Learn more about certificate stores

| Net || Cancel |

Finish the import wizard by clicking .

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

‘You have specified the following settings:

e ] Automatically determined by the wizard
Content PFX

File Name Dis¥soxx_xx.P12

Enish || Cancel
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Windows 8.1

A security warning will appear. Click .

Security Warning

e You are about to install 2 certificate froma certification authority (CA)
_-;-lih claiming to represent:

alinken.nkenjp

Windows cannot validate that the certificate is actually from
“allnken.rikenjp". You should confirm its ongin by contacting
“allnken.nken,jp". The following number will assist you in this process:

Thumbgpnnt (shal): D44BATE3 S4ADELS FADTFRIC SDIAEDAD 882471035

Warmning:

W you install this roct cetficate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is & security risk, If you click "Yes" you acknowdedge this
risk,

Do you want to install this certificate?

TR |

The certificate has been imported. Click @ .

o The import was successful,
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Windows 8.1

Client Certificate Delete Manual

Open Internet Options.
Go to Settings->Control Panel->Network and Internet Connections and click Internet

Options.
Select the Content tab and click [Certificates.

General | Security | Privacy | Content .C_qmacﬁcns !-ngram_s | Advanced

Family Safety
Control the Internet content that can '
be viewed.

Certificates
Use certificates for encrypted connections and identification.

A
RESF T e -

AutoComplate

= AutoComplete stores previous entries | Setty
% an webpages and suggests matchas ttings

for you.

Feeds and Web Skces

Feads and Web Siices provide updated | Settings

content from websites that can be things.

read in Internat Explorer and other

programs.

A—
s

ok || coxel | s

Select the certificate issued by allriken.riken.jp in the Personal tab, and click

Remove.

Certificates
Intended purpose: | <All> v/
Personal | Other People | Intermediate Certification Authorities 'l Trusted Raot Certificatior| * | * |

Expiratio.,,  Friendly Name

Issued To Issued By

| | |
Certificate intended purposes
Client Authentication
View
Close

12




Windows 8.1

Click |Yes.

You cannot decrypt data encrypted using the certificates. Do you want
to delete the certificates?

13




Windows 10

Windows 10

Client Certificate Import Manual
Double click the certificate file distributed by the administrator.

The Certificate Import Wizard will appear.
Current User should be selected. Click Next].

£ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to & certificate store.

A certificate, which is issued by a certification authority, iz a confirmation of your identity
and contains information used to protect data or to establish secure network:
connections. & certificate store is the system area where certificates are kept.

Store Location

@ Current User

{_) Local Machine

To continue, dick MNext,

Cancel




Windows 10

The certificate will be stored in the location specified.

€ &% Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

::¥xxxxx>(.xx.p‘12| | Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS =12 {PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates {(P7B)

Microsoft Serialised Certificate Store {(S5T)

Enter the password you received with the certificate and click “

>

€ £+ Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[ 1 Display Password

Import options:

[1Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[]Mark this key as exportable, This will allow you to back up or transport your
keys at a later time.

Include all extended properties.




Windows 10

Automatically select the certificate store... should be selected. Click .

s
o =~ Certificate |mport Wizard
Certificate Store
Certificate stores are system areas where certificates are kept.
Windows can automatically select a certificate store, or yvou can spedfy a location for
the certificate.
(@) Automatically select the certificate store based on the type of certificate
() Place all certificates in the following store
Browse. .
Finish the import wizard by clicking .
>

- == Certificate lmport Wizard

Completing the Certificate Import Wizard

The certificate will be imported after yvou dick Finish.

You have specified the following settings:

Automatically determined by the wizard

Content PFX

File Mame C:¥Users¥shinohara¥Desktopy¥fea FASIFBASE ¥akashi_a_riken.j
£ >

Cancel
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Windows 10

IT the following warning screen appears, please click [OK .

Security Warning

You are about to install a certificate from a certification authority (CA)
! claiming to represent:

allriken.riken.jp

Windows cannot validate that the certificate is actually from
“allriken.riken.jp". You should confirm its origin by contacting
“allriken.riken.jp". The following number will assist you in this process:

Thumbprint (sha1): D44BA123 34ADE329 FA0TFEIC 9D3AEDL0 89471C35

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA, Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

The certificate has been imported. Click @ .

Certificate Import Wizard >

o The import was successful.

OK
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Windows 10

Client Certificate Delete Manual
Open Internet Options.

Go to [Windowskey + r] -> Input [control] and click @ﬂ.

* Run *

— . Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open; ‘ control v

Cancel Browse...

-> [Network and Internet] and click |Internet Options|.
Select the Content tab and click Certificates.

Internst Options g =
General Security Privacy Connections  Programs  Advanced
Certificates -
Use certificates for encrypted connectons and identification.
£

Clear 55L state Certificates I Publishers

AutoComplete

? AutoComplete stores previous entries Setbnas
== on webpages and suggests matches
for you.

Feeds and Web Slices -

HER

i't] Feeds and Web Slices provide updated Settings
IL'—_Ej content from websites that can be

read in Internet Explorer and other

programs.

OK Cancel Aol
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Windows 10

Select the certificate issued by allriken.riken.jp in the Personal tab, and click

Remove.

Certificates

Intended purpose:

| =all=

>

b

Personal  Other People  Intermediate Certification Authorities  Trusted Root Certiﬁcati-::r; -_; ’

Izsued To

Izsued By

Expiry Date
=

Friendly Mame

| Import...

E)q_:bort. i

Client Authentication

Remove

Certificate intended purposes

Aci\ranoecj

Click lyes].

Certificates

‘You cannot decrypt data encrypted using the certificates, Do you want
to delete the certificates?

Yes

Mo
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Mac OS

Mac OS

Client Certificate Import Manual
Double click the certificate file (extension.P12) distributed by the administrator.

mxx-_xx.!' 12

Enter the password you received with the certificate and click @@ .

It*s complete.

Enter the password for "xxxxxx_xx.pl2":

P&SEWO]’{"_I--------&- I

"1 Show password

B Details

€2} (Cancel?‘r OK \i

Go to Finder->Applications->Utilities and open Keychain Access.
Two certificates under your RIKEN ID or your name (e.g. taro.riken_a_riken. JpvXXXX_YYYY)
and allriken.riken_jp should be created.

Then importing the Client Certificate is completed.

& @ Keychain Access

f )
m Click to lock the login keychain. Q
Keychains |
= |
g login
g Local ltems
£ System
System Roots

Category

- ‘Name T Kind _F_-xpircs
A All tems

£ allriken.riken.jo certificate = BRimsmimsesmstenssnoee ]
! Paoseweards 020201 | s EEERESESEhmmhmmemars 0 e s R R R e e e =]
4. Passwords Sk certificate

Secure Notes

El My Certificates
T Keys
. Certificates

= —+ i Caopy 114 items
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Mac OS

Delete Client Certificate and Remove identity preference Manual
Go to Finder->Applications->Utilities->Keychain Access

Select in the Keychains and in the Category of the left panel.

[ NN

-

H‘J Click to lock the login keychain.

Keychains -
i IR iMessage Signing Key
I 21 Iggln I d public key, ECDSA, 256-bit

e Encrypt, Derive, Verify

— O

@' Local ltems
(= System
T System Roots

Keychain Access

Name Kind Date Modified Expires Keychain
................ T CETTNICATE
%] aliriken. riken.jp certificate - OrpEeresssssscecscseron
R SRR HERRRRRERLEES cartificate T R e e
ﬁ hm}s:,';'\'-‘:.riken.io,;'f"ny.ce"cfy identity preference Yesterday, 20:06
Category ¥ hitps://va.riken.jp/my.policy identity preference Yesterday, 20:06
L& Alitems | sprivate key ~
.... Passwords | [eeeennhtreie e nnnei i s private key
Secure Notes | fiitasidniaidcssiisinoneain sprivate key
EJ My Certificates S e
@ Keys | EEneeRmneiemneenie sprivate key
’ | R Tnrivate key
4 Certificates | Seiieiidasdaniiiniininiiait g
............... wprivate key

All items of the keychain are displayed, remove all the following items.

(If only one identity preference was displayed, just delete one identity preference.)

Name

Kind

https://vl.riken.jp/my.policy

identity preference

https://v2.riken.jp/my.policy

identity preference

allriken.riken.jp

Certificate

certificates under your RIKEN ID or your name

(e.g. taro.riken_a_riken_jpvXXXX_YYYY)

Certificate
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https://v1.riken.jp/my.policy
https://v2.riken.jp/my.policy

